Aravindhan Kannan

Cybersecurity Administrator | Aspiring Information Security Auditor
e aravindhankannan.ofc@gmail.com e +917418013813

o Chennai, India @ linkedin.com/in/aravindhan-kannan

@ Aravindhankannan.com

PROFESSIONAL SUMMARY

Information Security professional with 8+ years of experience in Endpoint Security, Incident Response, and Security Operations,
transitioning toward Information Security Governance, Risk Management, and Compliance (GRC). Experienced in implementing
security controls, investigating threats, documenting procedures, and supporting security governance initiatives aligned with
ISO/IEC 27001 frameworks. Currently preparing for Certified Information Systems Auditor (CISA) to specialize in security auditing,
risk assessment, and compliance management.

PROFESSIONAL EXPERIENCE

07/2021 - Present Deccan Group of Companies
Chennai, India Cybersecurity Administrator - Endpoint
o Investigate security incidents from endpoint protection systems and perform threat analysis
e Implement security controls to reduce risk from malware, ransomware, and unauthorized access
e Produce weekly and monthly security reports with threat KPIs and incident metrics
e Document security procedures, operational processes to support governance & compliance
initiatives
e Conduct security awareness training and share threat intelligence updates with employees
e Configure endpoint policies, device control, firewall rule exceptions aligned with business
requirements.

02/2020 - 06/2021 Fourkites Inc

Chennai, India Product Support Engineer
e Analyzed application logs to detect operational issues and security anomalies
o Performed root cause analysis and collaborated with engineering teams to resolve vulnerabilities
e Supported production issue resolution while maintaining system reliability and security.

02/2018 - 02/2020 Concentrix Technologies
Chennai, India Subject Matter Expert - Symantec Endpoint Protection
« Managed enterprise endpoint security operations and incident response activities
e Provided clients remote support for malware protection, OS attack prevention, and security
monitoring
o Assisted in securing critical infrastructure including email, database, and web servers
e Conducted advanced threat investigations and recommended mitigation strategies.

CORE SKILLS
¢ Information Security Governance e Risk Assessment & Risk Mitigation ¢ Security Controls Implementation
e Security Incident Investigation e Security Monitoring & Threat e Security Policy & Procedure
e Security Awareness & Compliance Analysis Documentation
Training e Endpoint Security Management e SIEM & Security Reporting
e Intrusion Detection & Prevention e Security KPI Reporting e Team Mentorship

CERTIFICATES

CompTIA Network+ CE ¢

CompTIA Security+ CE ¢

AWS Certified Solutions Architect - Associate &
IS0 27001:2022 Lead Auditor

Certified Information Systems Auditor (CISA)

EDUCATION
Chennai, India Bachelor of Engineering - Electronics & Communication Engineering
Ponniah Ramanujam Institute of Science and Technology
GPA: 7.1
LANGUAGES

English — Full Professional Proficiency | French — Limited Working Proficiency | Tamil — Native / Bilingual

INTERESTS

Endpoint security lab experimentation | Threat Intelligence | Piano | Singing | Photography
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